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Abstract Aiming at the general problems of network intrusion detection system, we make the thorough analysis on existing single pattern
and multi-pattern matching algorithms. On this basis, we integrate the DFSA method in AC algorithm with the idea of BMH in single pattern
matching algorithm, and take it as the goal that to seek the optimised detection efficiency, we present an improved multi-pattern matching
algorithm which is based on deterministic finite-state automaton. This algorithm is particularly suitable for finding the small character sets
pattern string in large character set text string. We apply this improved multi-pattern matching algorithm in Snort network intrusion detection
process, and make scientific evaluation on the treatment results. Through applying it in practical example, the feasibility and efficiency of the

improved algorithm is verified.
Keywords Network intrusion detection system Pattern matching Single pattern Deterministic finite-state automaton Optimised strategy
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