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Abstract

propose the method of correlation power attack analysis aiming at linear sbox input of SM4 algorithm. Combining the theory of correlation

On the basis of side channel power attack against the nonlinear sbox operation output of SM4 algorithm, in this paper we

power attack, the method makes use of power leakage model of Hamming distance to conduct the attack, which can more accurately describe
the relationship between the assumed power consumption and the measured power consumption. Through this attack, the round keys of the
first or the last four rounds of SM4 can be obtained, and based on that the 128 bit original encryption key is derived. The results of actual
attack also show that the original encryption key can be successfully calculated by attacking the keys of the first four rounds. The attack
method is effective and feasible on sbox-input of SM4, and meanwhile also expands the methods of side channel power attack against
SM4 algorithm.
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