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Abstract Existing intrusion detection technology has high false alarm rate, and is difficult to detect the unknown attacks, while the single
detection technology is difficult to detect complicated network attacks. Aiming at these problems, in this paper we propose an FCM and C 4.5-
based dual filtration intrusion detection mechanism. The detection mechanism is divided into two layers to filter the data, the first layer uses
fuzzy c-means clustering (FCM) algorithm to filter out obvious normal data initially so that reduces the data amount to be filtered by second
layer; and the second layer uses C4.5 decision tree algorithm to carry out refined filtration so that achieves the improvement in efficiency and

accuracy. It is demonstrated by the experiment on the Knowledge Discovery and Data Mining ( KDD’ 99) that the detection mechanism

proposed in this paper can detect both known attacks and unknown attacks with higher detection rate and lower false alarm rate.
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