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Abstract

With the popularisation of WLAN, the attacks against wireless network are increasingly growing. Wireless fishing AP attack,

through passive or active way,induces users to connect fishing AP, and then catches users’ sensitive information, it is currently one of the

abused attack modes. In light of this, we proposed an improved fishing AP attack detection method, by using diminishing variation of TTL value

as well as comprehensively analysing the gateway and routing information, it realises validity detection on AP. Experimental results showed that

this method can effectively detect the attacks including wireless fishing AP and wireless man-in-the-middle.
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