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Abstract Big data security is one of the key factors affecting big data applications, and the evaluation of the security of big data

applications becomes the industry concern. In light of this issue, in this paper we analyse the security challenges encountered by big data from
the aspects of data and computing based on sorting the status quo of big data security studies. Then we give a survey on the main research
outcomes of solving these challenges, including the security technology of distributed computing, the data traceability technology, and the data

mining technology for privacy protection. Finally, from the aspects of data creditability, privacy protection degree, etc. , we also propose

some evaluation indices for the big data security.
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