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Abstract

network and information. We proposed an improved Trojans detection method which is based on extended attack tree model. First, by

Trojans, as one kind of malwares, are often used as the hacking means, and this will cause great harm to the security of

analysing PE files, the method extracts the call sequence of program’s API using the detection method combining the static analysis and
dynamic behaviour monitoring; Then it sifts the key short call sequence set of API using the method of information as the feature library for
building extended attack tree model; Furthermore, it takes the API short call sequence as the behavioural feature of the detecting program to
match the model nodes and then analysis them, meanwhile improves the algorithms of matching nodes’ weight and risk index as well. Finally,

we introduced the method to adjust and optimise the extended attack tree model. Experimental results showed that the improved method had

better performance in Trojans detection efficiency and accuracy, and could detect the upgraded variant of the Trojan as well.
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