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Abstract As mobile devices of Android are becoming more and more prevalent among enterprises as well as the
individuals, the protection of private documents on Android platform is getting more and more important. On the basis of
existing researches, a lightweight mobile document protection scheme for general applications is proposed, which used
the technology of key splitting and multiple-key system. The process of encryption and decryption is transparent to the
user without any perceptible delay. The scheme provided real-time monitoring to protect the confidentiality of documents
during the whole lifecycle. Moreover, a prototype system on Android platform has been implemented based on the
scheme, and it had been tested on several Android platforms. Experiment results show that the scheme is practical and

compatible with the mainstream Android platforms.
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