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Abstract Data openness provides the great opportunities to maximize the value in massive data, but the data security
issue becomes the big obstacle to open sharing. In view of the privacy information contained in the results of open data
set query analysis, a storage structure of the security rules was designed based on its direct connection with data access
behavior. Natural language-oriented security requirements description interface was proposed to describe the protected
privacy information flexibly and conveniently. Furthermore, an automatic conversion method from privacy requirement
description of natural language to security rules was proposed. On this basis, an automatic data query verification model
was established, which checked the data behavior of users according to the security needs of data owners. It realized the

maximization of data openness without revealing data privacy. Experiments on real data sets show that security rules can

accurately capture the privacy protection needs of data providers and effectively guarantee the security of data.
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