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PSO AND SVM FOR NETWORK SECURITY SITUATION PREDICTION

Sun Weixi
(College of Network Security and Information Technology ,Weinan Normal University, Weinan 714099, Shaanxi, China)

Abstract Network security has been paid more and more attention by people. The network security situation
prediction has attracted extensive attention from scholars as an emerging means to block network security threats. This
paper proposed an improved network security situation prediction technology for the specific factors that threatened
network security. | introduced the background related to network security situational awareness prediction. Then, based
on the characteristics of time-varying and nonlinearity in the network security situation prediction process, an improved
PSO-SVM was presented based on the analysis of SVM and PSO. Furthermore, the relevant simulation experiments were
given to illustrate the feasibility and practicability of the proposed method. Experiments show that using this prediction

method to process the previously collected network security data significantly improves the prediction accuracy of the

network situation and achieves effective defense against network security threats.
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