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SECURE ROUTING PROTOCOL BASED ON RE-WEIGHTED MARKOV
CHAIN IN WIRELESS MESH NETWORKS

Feng Yuanyuan' Yi Xin' Zhao Li’
" ( Department of Electrical Information Engineering, Sichuan Engineering Technical College, Deyang 618000, Sichuan, China)
? (School of Software , Shanxi University, Taiyuan 030013, Shanxi, China)

Abstract Aiming at the security problem of opportunistic routing ( OR) mechanism in wireless Mesh networks,
considering the existence of malicious nodes, we proposed a secure routing protocol based on re-weighted Markov chain.
We simulated the attack mode of black hole nodes in the network, and the linear topology model of data forwarding in the
network was constructed by re-weighted Markov chain. Then we predicted the packet loss rate by calculating the state
transition probability matrix of each node to identify the malicious nodes, and avoided these nodes in the process of data
forwarding. In the simulation experiment, we analyzed the influence of the number of malicious nodes, network density
and candidate set size on the performance of routing protocols. The results show that the protocol can identify malicious

nodes, reduce packet loss rate and improve network performance.
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