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DATA DIFFERENTIAL PRIVACY PROTECTION STOCHASTIC
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Abstract In allusion to the shortcoming of stochastic gradient descent algorithm for traditional deep neural network,
which ignores the privacy protection of datasets, we propose a stochastic gradient descent algorithm based on data
differential privacy protection. The traditional gradient update strategy was improved by introducing norm cutting and
Gaussian noise operations. Then, in order to measure the destruction of data privacy in each iteration, a privacy loss
accumulation function was proposed to measure the degree of data privacy violation in the iteration process. MNIST
handwritten digit recognition and the CIFAR-10 image classification experiments show that the recognition accuracy of the
algorithm for handwritten digits and image classification exceeds 90% and 70% respectively while protecting the privacy
of datasets. Compared with the traditional stochastic gradient descent algorithm, the accuracy can be improved by more
than 5% . It also can effectively balance the data privacy protection and neural network identification accuracy in

practical engineering.
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class DPSGD_Optimizer( ) :
def_init_( self, accountant , sanitizer) :
self_accountant = accoutant
self_sanitizer = sanitizer
def Minimize ( self, loss, params
batch_size , noise_options) ;
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priv_accum_op =
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def DPTrain(loss, params , batch_size , noise_options ) :
accountant = PrivacyAccountant( )
sanitizer = Sanitizer( )
dp_opt = DPSGD_Optimizer( accountant , sanitizer )
sgd_op = dp_opt. Minimize (

loss , params , batch_size , noise_options )
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