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Abstract

in collaborative filtering recommender system. The algorithm was based on a distributed architecture, and the gradient

This paper proposes a privacy-preserving matrix factorization algorithm for user data and model protection

descent optimization process was completed by the server and various users collaboratively. In each iteration, the server
only obtained the update information of the gradient of the hidden factor vector for items from the client, thereby
effectively protecting the user score and the recommender model. Based on the principle of multi-party security
summation, the method added a confusion mechanism in the process of gradient update, which realized the protection of
the “existence” of user score. The system prototypes were developed and compared with existing methods. The results

show that this method can provide better recommendation accuracy while protecting user privacy.
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