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Abstract
paper proposes to adopt the idea of end-to-end structure, and to build an Attention-CNN encrypted traffic detection model

For the problem of poor feature extraction and selection in encrypted traffic identification techniques, this

with the attention mechanism. The convolutional neural networks were used to automatically learn features directly from
traffic data. The information dynamically captured by the attention layer of the Softmax activation function was used to
dynamically weighting the output of the convolutional layer. The fully connected neural network was used for recognition.
The ISCXVPN2016 public dataset was used for experiments, and the model was verified by ten-fold cross validation
method. The attention feature map and the corresponding session byte information were analyzed in detail. Locations with
characteristic information were found and explained the content of encrypted traffic of attention. The experiment results
show that this method has a significant improvement over the existing methods. At the same time the evaluation indexes

for each type of traffic classification achieve better results.

Keywords Encrypted traffic ~ End-to-end ~ Convolutional neural network  Attention mechanism  Ten-fold

cross validation

— AR . ELEK A B2 R A O R T L
FAH ARG T o JE T 0 43207 Al
D o 256 45 A s o i 11 DAk s ASE 0, AS ] g FH A 7 T

0 3

T

3 2021 AR ZE 4 W28 0T s AN AL, 4K
2995% 1) Web i AR 283 T , Wit 70% 1%
e B T R R L P 1Y TR
Lo, A A 2 A E & T RE R
TR, PR 2 A F Rk T HARBUR

AAS RS T [81 5 i 11, DR b 35 S 11 6199 7532 A8 12 LA
SR I 4 A B AR o BT e 1 A
IO 2 DAL ) S AR A SR X O ek R AT 232, (H A4 I
iz FH MBS 20 R £, o 000 40 A R0 A 25
e T S RRAE , R AT A R BOR A 4

Wk H 92022 - 10 =23, 5 AP AREGIUH (61762058) o FBF3C, M4k, EWFOUR: W25 4042 2B, /I Hd% .



350 AR 5 R A

2025 4

TI 38 o8 PRS0 0 3 TR e ) L R/ R oA — e 4
THRRE , T BRI g2 S ORI TR i 0 2, R
WeB 2 ) PR IO B, ST 3 I A AR Rk A T
ke,

SCHR[8 T4 H 7E L i R on AL s BE O R,
TN RIA S WA ERAE 28 | 3 5o 17 50 6 2R 4
SR AR I 245 90 12 1) 7 o A 6 O s A TR . S
BRLO 42— R LT 28 B 2 4 i 25 % I it P i A T
o = e S 7 /3 s 3 L B T AR TN ES WA R e o
A, G5RFM RFIEAN LR R RS o i &,
R FIE ] 80% |, V-4 M 5 B 75% AHAELE
HERR R AR AR, 60 B (Y B3 R i 2 BT
FEH, SCHR[ 10 ] B O R4 1 It & s 64T S 56
XA 25 N8 i AR B T 50 AN, 4 i LSTM
(KAEIEIZ M 4% ) 32 B 50 1 B3 R AE , JIE B LSTM
T3 8 P 48 Bk et B5CHE 19 23 S RE ) A T SRR AL TR
R G GRS F 2 3k AZ Tk 8 T — B
) 5 85 K, Ak 2 A E A6 B B R T 2 BBOHE A 2R AR . 3
BRI R B R gt i) TG W B R A 4R BB 5 2
T BT BR A B, 39 % 39 [ 1E] K- #45 s F 42
LRSS I It B AT A RN A S L, —
FEUHE A FH VPN [ 1 28 3 2, 7S 43 2R 1 4
VPN fin% i 75 28 0 R 3 3t 1, 7S 28R 00 v i 38 5k
3 92.92% HXFH HUIN A F1 VPN I 19 22 28 i i %
AHATORSE . SCHRL 12 ] B R 2 T 3R AR 2% >
2D_CNN ( 45 PR bl 22 0 4% ) S Jin 4% 7 e 6474325
DA S 50 A (B8N FH T R 1 4 2, S B ik W e
PRI RN RIS T A J2 0 20 , (E 0 R0 i o
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1.1 HEETALE

AR R S 30 16 A 540 R 2 T 5 R I 2% 22 A E 5
BIF ( Canadian Institute for Cybersecurity ) 20 Afi 1 & J& 72
F2# ((University of New Brunswick ) ‘B J7 W U1 %& Afi )
VPN-nonVPN dataset (ISCXVPN2016 ) N FF 50442, 7E
s Ui R TS AR, R SR ) I A B R
BAH 14 DR EZE N VOIP, VPN-VOIP, P2P . VPN-
P2P 5 FEAR Y SZ I B T+ R0 &, Eean il b
#r (browser ) it it J& T 212K, ARESE 2N —
KOMUARR LR P A Z B R, 250 H Pk ik
1 ~5 A3 IR+ 2R E R 1 s,

x1 HIEEBIXGER

KA I
Chat aim ,facebook ,icq, skype , hangout
Email email , gmail
File skype
P2p torrent
Streaming netflix, spotify , vimeo , youtube , youtube HTML
Voip hangouts_audio
Vpn_Chat aim , facebook , hangout ,icq, skype
Vpn_Email email
Vpn_File ftp, sftp, skype

bittorrent

Vpn_P2p

Vpn_Streaming netflix, spotify , vimeo , youtube

Vpn_Voip facebook , hangout , skype , voipbuster

Kt gl ISCXVPN2016 4558 It X W A5 — > S
e M RLT I i Bt 6 A T AL 3
(1) #X85t—., XA AlMchatl. pcapng F
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N FHFER Netflix 3t , B 1 (a) 2% BN Streaming
it , &1 1(b) J& VPN % Streaming Jii &, MIE 1(a)
FE 1(b) AT LAE H B — DR, B[R 7
oot 1Y B R GO [R], HOE ik 1 15 B AN [
WA 2 fiezs, BEHLZE B E 22K B Vpn_Chat ()
K3, AT LA AR RN 7 X R AR Z 8B 38 AR
SO, 183 2K 1(a) B AL Streaming I XS N 7%, S
A IS AL i 45 1 B3 1 ( Transmission Control Protocol
TCP) 2. M 4 Hal LI B VPN JilI% Streaming Ji
R T L E 4 )2 Wi ( Tr-ansport Layer Security,
TLS) , TLS Wil 0% brisl , 76 19 2 i 1 i vh i 2]
PRI BRAAAEE 1 e B VE . 18 2 (a) X I 233
WZNIE S, & 2(b) X R 2s i N A I8 6, IS A
6 Hal U 3 [W) 28 i J7 20 0 I 23 3l N 4 HR i IR
Mtk H i RS R SRR AR — B, PR X I B A
SRS BT R I SR B W H SR — 2 T
PR TLS 23 o 7 A I BEAILEAS — 3 S 4R X . DA
Tt LA A BE R A3 B, A it A TR 2 2R ) O i
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(a) H#FN Streaming 25 & (b) Vpn_Streaming 2 i &
B 1 ARG

(a) Vpn_Chat 28 1 (b) Vpn_Chat 2§
K2 [F2EA

Destination

=
T 2

No Time Source
8. Baaa08

Protocol LengthInfo

1 131.2082.248.150 23.195.286.176 TCP 6639686 + 443[ACK]
2 ©.831888 23.195.286.176  131.202.248.150 TCP 66[TCP ACKed unseen
3 45.856819 131.282.248.15@ 23.195.286.176 TCP 66[TCP Dup ACK 1#1]
(4 45.885759 23.195.286.176 131.282.248.158 TCP 66[TCP Dup ACK 2#1]
5 98.112814 131.282.248.15@ 23.195.286.176 TCP 66[TCP Dup ACK 1#2]
6 58.143798 23.195.206.176 131.282.248.158 TCP 66[TCP Dup ACK 2#2]
7 135.168875 131.202.2408.158 23.195.286.176 TCP B6[TCP Dup ACK 1#3]
8 135.198505 23.195.206.176 131.202.248.15@ TCP G66[TCP Dup ACK 2#3]
9 188.224815 131.282.248.158 23.195.286.176 TCP 66[TCP Dup ACK 1#4]

B3 B Streaming XT3 7R

No Time Source Destination Protocol Length Info

1 ©.oeeeee 10.8.8.138 187.22.243.234 TCP 68 35936 -+ 443
2 8.,219757 187.22.243.234 10.8.8.138 TCP 68 443 + 35936
3 9.219783 10.8.8.138 107.22.243.234 TCP 52 35936 -+ 443
4 ©.2199786 10.8.8.138 187.22.243.234 TLSv1 255 Client Hello
5 ©.441ee4 187.22.243.234 18.8.8.138 TCP 52 443 -+ 35936

Kl 4  Vpn_Streaming Z5%F W 17 E 15 B

Mo Time Source Destination Protocol Length Info
1 ©.000008 10.5.8.178 23.152.162.185 TCP 60 46884 - 443[SYN] - Tsval=3612968 .
2  ©.138875 123.192.162.186 10.5.8.178 TCP 68 443 -+ 45884[SYN,ACK] Seq=0 Ack=1 .

3 9.138915 10.8.8.178 23.192.162.186 TCP 52 46884 -+ 443[ACK] - Tsval=3613869 .
4 8,133543 10.8.8.178 23.152.162.185 TLSvl 388 Client Hello
§ ©.264682 23.192.162.1B6 10.8.8.178 TP 52 443 - 46884[ACK]_Tsvals22B5785738_

K5 Vpn_Chat 83 1 X1 A & 5 B

Mo Time Source Destination
1 ©9.000000 18.8.8.178 23.192.162.186 TCP 68 46887 - 443[SYN] - Tsvals36136874 .
2 8.,129525 23.192.152.186 10.8.8.178 TR B8 443 - 45884[SYN,ACK] Seqe=8 Ack=1 _

Protocol Length Info

3 9.129579 18.8.8.178 23.192.162.186 TCP 52 4E884 + 443[ACK] . Taval=1613187 .
4  9.129859 10.8.8.178 23.192.162.186 TLSvl 388 Client Hello
S ©.259655 23.192.162.186 10.8.8.178 TCP 52 443 + 45884[ACK] Tsval=2285786152

Kl 6 Vpn_Chat JEHE 2 X WA 5 B
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0 x<0

B FRGIMAEL S 12 APl FoTH 2 iR 2
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AP cexp TS A A 18 Rk B, 0 T2 AS
T a, WAREOREL, 73 B A i A 5 35 Bk B0
o softmax 4y th EMEA 1, 4N (8) Fr7R o
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2.1 LWINMEIMSH

A SCIEHRAE R G R Windows 10 VL, T A&
=354 Python 3. 8. 13, L fF 2% 2 & Keras 2.3.1,
J5 G HEZE K TensorFlow-GPU 2.4.0, SZi&{# F] GPU i
A, 2K~ Nvidia GeForce GTX1650 Ti,

FREE I 28 B i — 2l A softmax pRECRAT 4 i1, 5
TRUTHCIN 4 28 S5 A 25 At 5 TS 2 01 g ok A i 1 gk
AT AR R T o S8 U R AT

L= yZh=y 3 Ty (9)
A M AR RSB R R 125y, A5 R A
FREAS @ B S o, MEIC 1, A2 05 p,,
RTMAEA ¢ J& T2 ¢ B,

TEBBYFEAT IR, A W] B A0 Ak ek B0t 2515 24
[l f 45 o 78 3C 8k B SCD |, Adagrad , RMSprop , Ad-
am" " PUBRIE AL 280 351 2 B i AT 0 H, B 10 S X
a5, /T LUE th SGD F1 Adagrad W SRR #4225 , Ad-
am 1 RMSprop A] AR U8, {H Adam 1) 850CR Fe 4f
PR AR BB K, A ST Adam 2R

—a— SGD

2.0 —e— Adagrad
—a— RMSprop
—— Adam

Loss

Tl 2 3 4 5 6 7 3 9 10
Epoch

E10 A [R Ak R B 5 2R A< B

YIGRFEARZAG AN 11 JeR B 2 A 4 4
91, MUKSEER R I R A S I A, AT
LIAEH, VPN U088 B Streaming . P2P , Email | File _
Transfer PUSK R FEA LA JE 1 000,355 6 000 Ff A
M HA TR R . BB SR B R A B S OB
EEREAR A (A 1) R, BEOAR SCR T 38 g Tk,
WIZRE R 4R X 3 2 10 43, Hov 9 43 T TR R A I 25
Pl 1T, A G AR 10 AR5 10 1)

SR RE RIS, B 10 Yo LR 2 (8 1R i
AP AL

Vpn_VoIP

Vpn_Streaming m—

Vpn_P2P mmm
Vpn_File m——

Vpn_Email ==
Vpn_Chat
0 T
Streaming —
P2P —
File
Email
Chat

0 1000 2000 3000 4000 5000 6000
K 11 ISCXVPN2016 i&EUEA LR

2.2 iFfhERR

ARSI S 22 7y S S0, R HHER %8 (Accuray ) |
K513 (Precision) 3 [7] % (Recall) , 54 F1 5380 (F1-
score ) 3% PUITARMEFE B A S PF ) A SO It 6 199 53
FHCR . Hrp TP RIR PRy A 26, S5 R 2 A
J8 BN A S I O A 0 25 2R TN RoR SEBR O B
Ze, WNES Ry B 28, R 12 2o A 11 2838 58
PRI 25 AR R R AS FN R SEBR o A 28, {H
BRFIT Ky B 2, RIS 5] Sy Hofth 11 2819 25
HFP RS2 bR g HoAtl 11 2R3 EHERFAN A K1Y
S50 MERREE R A R F1 5 TG 4 Ar
KFwF:

&MWZT*;}:?+F (10)
+ Ty Fy 4 Py

Rear =7, ZPF]\ (12)

e D

3 LWHERSHS

3.1 HERFERNMERES LHER

B RPN AR I3 BRI FL 2 8cin 3k 2
7R, &0 B R AR T LAA S 0. 91 DA B, Horp
Email it Al Vpn_P2P Jii gt ARSI 53R 3 1, I X X
P PN RICR U, File Ji it 8L R A7 0.912, H
[l A LIGEF] 0. 91 LA L, Hrst Voip BB AR
B2 HA0.91, 1M X%} P2P . Streaming , Vpn_Streaming i
IR S, Ba, W RE FL 3 B TR
0.93 AL, % File A1 Voip i P50 73 BB A%, Hoft 1
F BRI
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R2 AXFEMMERENZTLXRESLER

K Precision Recall Fl-socre
Chat 0.992 0.998 0.995
Email 1.000 0.992 0.996
File 0.912 0.950 0.931
P2p 0.981 1.000 0.991
Streaming 0.984 1.000 0.992
Voip 0.955 0.910 0.932
Vpn_Chat 0.993 1.000 0.996
Vpn_Email 0.967 0.967 0.967
Vpn_File 0.990 0.971 0.980
Vpn_P2p 1.000 0.958 0.979
Vpn_Streaming 0.985 1.000 0.993
Vpn_Voip 0.998 0.997 0.998

12 JRASCOy B 2R R A B A IR S
FEE 2 LB 8 B0CR SR AR R 7R FLS AR
2 BEAFR R TN AR 2 . A LR H A SO -+ =
Feui i i PONRATRAL, RA B IR Voip 2R 7t
54 W& R BiRF Dy File 2R3, LK File 283 i Fh A
26 @ R e F oy Voip e fE, 53K 2 g 54020
SFAAXS o B A Email Ji & A 0 B 5000 352 4] A
Chat, % Vpn_Chat , VPN_Streaming X 28 i i 1= ] &=H
132 0,

Confusion Matrix

Chat

Email
500

File

P2p
400
Streaming

\blp 0 o 54 o ] 0 o o
\.'pn Chat 0 0 o o 0 0 o o

\.'Pn Email 0 0 U o 0 0 0 9 1

300

True label

L 200

\'"["I'I File o 0 o o o 0 o 1 L]

VpnPp| o ©°© © o 9o o 2 0o o
100

Vpn_Streaming

o
o
o
e

Vpn_Voip| 0 0 1 o

S R S

N ry
F F g &
Yo &

e
By &g S

[T

Predicted label
BI12 ARSI
SR BSEAR S W A R0 RN AT EE M AR SCx 2D
CNN.1D _CNN, CNN + LSTM . A 3¢ J7 ¥ 76 ISCX-
VPN2016 K45 1) 52 36 45 S R AT X o0 4 SR dn 35 3
JI7R o SR A R AR, A ST 0 I i i o 2R
W%k 5) 97. 5% , 4 Ht 2D_CNN  1D_CNN A1 CNN +
LSTM 73542 % 12.9 1143 /5 11. 2 | 4r i 6 T 47

Ro ARSI N U A Ay 2R RS A % L R F
Oy BRI RS b =Ry A AR T 10. 4
EAY 7.8 HA A 8.3 H 4y, B IRy B4 B
10.7 F 435 .8.8 [y s 8. 1 43 s, F1 43 %043 1
PR 11,4 458, 6 43 UM 8.2 H 4y, UEAH AR 3C
Dy Bt i A 2SR BIAR U IR

#&3 2D_CNN.,1D_CNN,.CNN +LSTM #n

AXFHEMLRER (%)
4324974 | Accuracy | Precision | Recall | Fl-score
2D_CNN 84.6 87.6 87.2 86.5
1D_CNN 86.3 90.2 89. 1 89.3
CNN +ISTM | 91.5 89.7 89.8 89.7
AR 97.5 98.0 97.9 97.9

A AR AR SCTT IR AN I 22 73 R AT 55 1Y
TRBIPERE , 3B 05 LU PO R 7 3 |+ 28I R IRORS i R
ML 13 Har LR B, =k AR AL A 10 A A1
(250, HoHr :2D_CNN X Chat 28§ 5% 19 4 i 5 H
0.671,1D_CNN x| Chat 2% 5 K5 5 % 24 0. 655, i
CNN + LSTM X Voip 23 i ARG 0. 744, A
JIEERXS File Al VPN _Email B3R 5IAF KT 1D_
CNN Sb, oAt -2 0 bk RS 3 3 08 T X LU

K13 2D_CNN.1D_CNN.CNN + LSTM FIA S0 A o s
3.2 Aot
TERTARAL AT AR SO B 208 71 N B #T,
FEAILEE VPN_FTP SCUFR)— 4RI . 1% 0 o SO/ i
wireshark Jii & 04T T H, XA 5 a5 WE 14 s,

Ho Time Source Destination Protocol Length Info

9.000000 10.8.8.138 284.236.238.164 TCP 68 32797+1742[SVN] Seqe8 Win=29200 .
®.219966 204.236.238.164 10.8.8.138 Tce 68 1742+32797 [SYN,ACK] Seqe@ Ackel .
9.219117 10.8.8.138 284.236.238.164 TCP 52 32797+1742[ACK] Seq=l Acks=l _
@.219469 10.8.8.138 284,.236.238.164 SSLv3 143 Client Hello

9.444923 204,236.238.164 10.8.8.138 TP 52 443 + 4GBR4[ACK] Seq=l Ack=92 .

Bl 14 . peap SCHER I T4 221k
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